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1. Product Overview

This product is a multi-functional flow control gateway wireless control AC, which has
the function of multi line shunting and multi line overlapping load balancing. It provides
wireless data control services with large capacity, high performance, high reliability,
easy installation and maintenance, and has the advantages of flexible networking,
green energy conservation, etc.

2. WEB Login

2. 1. Power on gateway, when “Run” led blink regularly, connect computer to LAN
port by ethernet cable.

2.2. Visit 172.16.0.1:2011 in browser, default account & password are both: admin

Main page after login successfully:

MULTI-FUNCTION GATEWAY g i o oA Al
‘System Status S Network interface status
® Device Info

e

o AN LANT  LANZ  LANS  LANA  WANI

» Application Flow interface Type Link made IP address MAC address Recelve speed  Send speed '
WAN1 WAN port Online 1000MIFull duplex 172.16.1.159 00-49-30-4A-82-08 327 KBS 0.88 KBS
Network Configure
LANS LAN port Disconnect Merged into LAN1

Flow Control Polley

) LAN port Disconnect Merged into LAN1
AC Management

LANZ LAN port Disconnect Merged into LAN1

O I LANT LAN port 1000M/Ful duplex 192.168.234.1 00-26-D6-80-F3-02 .41 KBIS .00 KBS
Saia o B A Bevice basic information

Object Management Device ID: Y21180001054, Max Users:80 , Max AP can be managed:64

Safety Protection
s Uptime: 5:48:11 up O days

S Memory uilizaton: [l 14% 3371MB/244 B5ME
VPN GPU ulilization: 0
Gonnection monitoring 0% 65150000

Device Maintenance

Online users: 1 users

Device model: ACB00 Firmware version:V3.11 820210501

Curent user-admin22.22]  Device me:2022-11-17 14:56:18  System akert: ) The device is funning nomally!

3. Product Features

3.1. System Status

Display a comprehensive information of the gateway, including the status of each



interface, information of intranet clients, uplink and downlink, real-time uplink and
downlink speed and total traffic of each application.

Device Info

MULTI-FUNCTION GATEWAY

Refresh | Change password | Logout | Language | Engiish |

System Status Ml Network nterface status
* Device Info, — — 1
® LAN IP Fiow LA LAN2  LAN3  LANS  WANI
« Appication Flow Interface Type Link mode IP adaress MAG address Recelve speed  Send spaed
Network Configure WANT WAN port Online AD0OM/FUll duplex 172.16.1.159 00-48.30-4A-82.00 ITAKBIS 139 KB/S
Lans LAN port Disconnect Merged into LAN1
Flow Control Policy
LAN3 LAN port Disconnest Merged info LAN1
AC Management
Lanz LAN port 1000l duplex Merged into LAN1
s LANT LAN port 1000M/FUI duplex 182.168.234.1 00-26-D6-80-F3.02 0.63KBIS 064 KBIS
Behavior Control 3

Device basic information

Objeot e nsgerei Device 0] ¥21160001054, ax Users:80 , Max AP can be managed:64

Safety Protection
Uptime: 6:16:15 up 0 days
Log Record Memry utiization: [l 4% 33.82MB/244.85M8
VRN CPU uiization 0%
y 217150000
oiion Maloturins Caonnection monitaring: 0%

Oniine users: 2users | 4

[Gevos moser: Acses Fumware versonvs 11 s20z10801 ]

SN 1: Display the physical connection of the interface, and the color icon represents
connected

SN 2: Display interface IP address

SN 3: Device unique ID, used for remote access

SN 4: User quantity (AP quantity is excluded)

SN 5: Device model name

Click online users to filter AP and terminals according to three types of users, IP and
MAC addresses, and view the corresponding relationship between IP and MAC.

Online user list o 2R

MIP-MAC address table

‘ / Notice: click (g, to bind the IP address and MAC address, click (g, to Unbindg, chkQﬂ, can be quickly added as a user object! e ‘
User v Search
User
1P P User MAC Auth method Connection time Operation
Mac
92.168.234.3 @ - 00-21-CC-71-3D-49 -- 11-17 09:08:35 Qq, .
2 192.168.2344 @ - 44-D1-FA-59-2F-ED 11-17 15:12:26 g'q, =




Interface Status

Check the comprehensive information of current interfaces.
SN 1: View interface details and WAN port speed.

MULTI-FUNCTION GATEWAY

Relresh | Change password | Logout | Language | Engish v |

aemSan iinterface status
T Line detecton
Upstream Downstream Connection Upstream Downstream  Total upstream Total downstresm
R Interface name1  Interface type P Status Line quality operation
bandwidth{KE)  bandwidth(KB) quantity speed(KBIS) spead(KBIS) flow fow
® LAN IP Flow
Lant LAN port 1921682341 Oniine 020 o 788408 395.06MB o
= Application Flow
WANT DHCP 100000 100000 172.16.1.168  Online 28 1.14 5.00 83.26MB 408.7T1MB E
Network Configure T
Minterface status
Line detection
Upstream Downstream Connection Upstream Downstream Total upstream Total downstream
Interface name|  Interface type P Status Line quality Operation
bandwidth(KB)  bandwidth(KB) quantity speed(KB/S)  speed(KBIS) flow flow
LAN1 LAN port - 192.168.234.1 _ Online - 025 0.19 78.86M8 335.08MB ()
f o =
WAN1 DHCP 100000 J nterfece detalls & 83.33UB 408.96MB o

LAN IP Flow

Interface name: WAN1

Interface status: Enable
Interface type:
TCPMSS:

MTU:

MAC:

DHCP obtain
status:

1460
1500

1P address: 172.16.1.159
255.255.254.0
172.16.0.30
172.16.0.30

6

Netmask:
Default gateway:
DNS server:

Online time:

Line detection:
Smart Qos:
Bandwidth setting:

Line package loss 0
rate:

Enable

Line delay: 0
Line quality: |

00-49-30-4A-B2-06

Obtain IP success!

56 up 0 days

100000 / 100000

WAN(extranet port), DHCP obtain IP

View the traffic information independently used by each terminal of the intranet, as
well as the link tracking table.

System Status M intranet 1P flow
= Device Info Upstream rate Downstream rate Real time total flow chart
3

® interface Stalus
= LANIP Flow
= Appication Fiow &t

]

=
Network Configure =

5
Flow Control Policy ¥
AC Management
Auth Internet Access. 15:35 22 15:35 24 15:35 26 15:35.28 15:35 30 15:3532 15:35 34 15:35 36, 15:35 38 153540 15:35 42 15:35 44 15:35 46
Behavior Control 3 User flow

Downstream rate Upstream rate
P iyt NP MAC User Terminal type TCP connection quantity UDP connection quantity
(KBIs) (Kais)

Safety Protection

11921082344 44.D1.FA59.2F.ED - FIT.4200 1 0 0.00 aoo
Log Record

2 1921682343 00-21.GC-74-3D-49 = W TMVNBKNFRAUNN 2 9 000 000
VEN

Device Maintenance



View the traffic type, speed, and number of protocol connections of selected user.

Mintranet IP flow

— Upstream rate  — Downstream rate Real time total flow chart
3
2
@
&
=
£
=
1 .
User Link Tracking Table(192.168.234.4:192.168.234.4) o
User connected list
—
0
15:3530 SN name i type I(KB/S) ) TCP link quantity UDP link quantity 15:37 10 15:37 20
N User flow 1 = = = = 1 o
Downstream rate Upstream rate
SN 1P ity
(KBIS) (KBIS)
= = : = e 0.00 0.00
SN Line Application Protocol Domain Host name Send(KB/S) Receive(KB/S) Connection information Survival time
1 WANL - tep - - - - 192.168,234,4:11380<-—>97.74.85.146:9096  24Min 26 Sec 210 o
Appl'cat'on Flo
System Status 3 Appheation fow
» Device Info Applieation Flaw Distribution Map (Download) Applieation Flow Distribution Map (Upload)

Interface Status

LAN P Flow
= Application Fiow
Network Configure
Fiow Control Policy
AC Management
Auth Intemet Access
Behavior Control
Object Management
Safety Protection
Log Record

VeN

Device Maintenance

other 0%
13'7]
Cloud service (.03 %

Web Downloads * 21.06 % —,

other
Live Chat - 14.01 % 0
/ Cloud senvice 0.01 %
Web Downloads - 206 %
Network Management - 3.67 %

Unknown : 13,11 %

twork Management © 12,56 % = —
Webpage : 29.16 % A
WebPage 1055 % ™~ Live Chat - 60.66 %

Unknown - 22,88 %

SN Application name Downstream speed (KBIS) Upstream speed (KB/S) Total downstream flow Total upstream flow =
1 88l 0.00 0.00 62.43M8 5.70MB
2 welxin 0.00 0.00 AT.15MB 48.1BMB
3 hitp_browse 0.00 0.00 29.13M8 1.71MB
4 http_post 0.00 0.00 542MB 7.06MB
5 standard .00 0.00 42.26M8 247MB
[ 360sate 0.00 0.00 0.008 6.68K8
7 aream platorm update 0,00 000 23418 324K8
8 stun .00 0.00 106.008 114K
9 hitp_download 0.00 .00 60.93M8 2.06MB

3.2. Network Configure

Used to set the configuration information of the external network and the internal
network, and the routing of the internal network.



WAN Configure

MULTI-FUNCTION GATEWAY

Refresh | Change password | Logout | Language | English v

System Status MWAN configure
WA - WANT Interface configure
¥ Intartaoe Configue Intemet access () ADSL/PPPOE () Stalic IP @ DHCP
WAMN Configure Specify DNS:
LANIDHCP Line interruption cetection

Physical Port Definition Advanced configuration

DHCP oblaining status  Obtain IP success
ine Deversion Rules |Paddress:  172.16.1.159
Netmask:  255.255.254.0
Default gateway: ~ 172.16.0.30

= DONS
DNS server 172.16.0.30

* NAT/Port Forwarding
Flow Control Policy Banowigth seting ~ Upstream 100000 / Downstream 100000 KBps
AC Management

Auth Internet Access

Behavior Control

Object Management

‘Safety Protection

Log Record

VEN

Device Maintenance

Internet access-Select the Internet access mode according to the actual situation

® ADSL/PPPOE: Fill account and password supplied by operator

® Static IP: Fill IP, Netmask, Gateway, DNS supplied by operator

® DHCP: Directly insert the line provided by the operator to obtain the IP address.

Line interruption detection - Ping detection (Google, Facebook...). If the continuous
ping fails, the delay is high, and there is no data interworking, it will be considered as
a line exception. When the quality is poor, dial-up attempts to redial, DHCP attempts
to retrieve, and fixed IP addresses are processed offline. Offline lines do not
participate in the load. Multi line environment, it is recommended to enable line
interruption detection, and automatic switching can only be performed when individual
lines are offline.

Marks: If the operator prohibits ping, line detection cannot be enabled.

PING detection IP: 0.0.0.0 by default, which means the built-in IP (114DNS, Tencent
official website, Alibaba DNS, Baidu DNS) is used for detection. If the local DNS can
be pinged, or other public IP with lower latency can be pinged, it can be filled in as the
detection basis.

Tips: It is suggested that professional technicians should fill in the test IP after
evaluation.



LAN/DHCP

SN 1: LAN1 IP address (LAN1 to LAN4 use same IP address by factory default).
SN 2: IP address pool: IP address for users & APs manged by gateway. Can’t be

same IP segment as obtained WAN IP address.
SN 3: DHCP, can manage banded IP and MAC.

'System Status MLANDHCP
Network Configurs LAN/DHGP conigure
ALANT
¥ Interface Configure =
WAN Canfigure
LANDHCP

Physical Port Definition
~ Route Ruie
Muiti-line Deversion Rules
Static Route
= DONS
= NAT/Port Forwarding
Flow Control Policy
A Managemaent
Auth Internet Access
Behavior Control
Object Management
Safety Protaction
Log Record
ven

Device Maintenance

DHCP afiocation stalus

LANfinterface configure

1P Address: 172,16.0.1

Neimask: 255,255.0.0

Custom MAC

Intranet MAC Broadcast  Disable

DHEP configure

Fucntion Enabled: J

Basic parameters
Main DNS: 172.16.0.1
Allernate DNS: 172.16.0.1

Address lease time: 3600 560 2600

Only assign IP address to AP: (] T

1P address pool
strtip End 1P

IP sodress pool  172.16,100.1 172.16.200,255

DHCP static allocation
Add

SN MAC Address

IP Address

Remarks

Operation




View DHCP allocation status

System Status MLAN/DHCP
ok Contigers LAN/DHCP configure | - DH
Allintertace SN Interface IP Address MAC Address. Terminal Name
~ Intestace Gonfigure
LNt 1 LAN1 17216.100.2 44-D1-FA50.2F-ED FIT-4200
WAN Configure
2 LAN1 172.16.100.3 00-21-GC-71-3D49 WITMVNBKNERAUNN

LANDHCP

Physical Pert Defiition

‘

Route Rule

Multiline Deversion Rules

Static Route

DDNS

NAT/Port Forwarding
Flow Control Policy

AC Management

Markes: If gateway works as by pass mode, need to select “IP assigned only to AP”.

MLAN/DHCP

System Status

LAN/DHCP configure  DHCP aliocation status

Network Configure

|@LANT LAN1interface configure
> Inteiface Configure
1P Agdress: 172.16.0.1
WAN Configure
LANIDHCP Metmask: 255.255.0.0
Gustom MAG:
Physical Port Definition
Intranet MAC Broadeast: Disabie v

‘.

Route Rule

Muititine Deversion Rules DHCP configure

Fucntion Enabled:

Static Route

= DONS Basic parameters DHCP static allocation

e

= NAT/Port Forwarding Main DNS: 172.16.0.1

SN MAC Address 1P Address Remarks Operation

Flow Control Policy

AC Management

Auth Internet Access

Alternate DNS: 172.16.0.1

Address lease fime: 3600 aecTh

3600

I 1P assignment palicy of an AP PO

Behavior Control
IP sddress pool

Object Management StartIP EndIP

Safety Protection IP address pool  172.16.100.1 172.16.200.255
Log Record

VPN

Device Maintenance

Physical Port Definition

Divide multiple WAN ports and LAN ports according to requirements.
SN 1: If you need to divide multiple LANs, you can uncheck “Merge all LAN ports into
LAN1”, and LAN1~4 are different IP addresses.

System Status MPhysical port definition

Network Configure
¥ Interface Configure . Lant LAN2 = LANS  LANA =~ WAN1
® aLAN + 1WAN m - e
WAN Configure L
LAN/DHCP
Physical Port Definition LANT AN LANS  WAN2 - WAN1
JILAN + ZWAN
—— LI I T ]
Merged into Lani

Multiline Deversion Rules

Statlc Roule LANT  LANZ  WANS  WaNZ  WAN1
e 2LAN + IWAN 'Eﬂ E, )
®  NAT/Port Forwarding
Flow Control Policy LANT  WANS  WANS  WANZ  WANT
el ] ]
Auth Internet Access

Behavior Control
avior Control rge all LAN ports into LAN1 1

cal port featu

Object Management

the router needs to be reconfigured.

Save | Note: After

safety Protection
Log Record
VPN

Device Maintenance

10



Multi-line Deversion Rules

System Status N Muiti-line deversion rules

Add Delete i ecuted in turns from tto 1 22

I

Y

Network Configure

O sN Source address Time Destination port Destination IP Application type Policy Operation
¥ Interface Gonfigure

Add
WAN Configure

Policy shunt rule X
LAN/DHCP

Physical Port Definition | Source address: According to® AddressO) UserO) LevelO) Department I
ANY v % Add

¥ Route Rule Time: ANY v 4 Add

1P: ANY v Add

Multi-ine Deversion Rules

ort: - ANY v @ Add
Static Route
ication type:  ANY M

= DDNS

nt policy)

ssion shunt O Source + Destination address shunt O Source IP shunt
= NAT/Port Forwarding

Flow Control Policy
AC Management

Auth Internet Access.
Behavior Control ¢ session shunt: diversion in connection session unit

Object Management

Safety Protection

Log Record
VPN

Device Maintenance

Single line can not be configured with shunting rules; When two or more WAN ports

are connected to the external network, different source addresses and diversion

modes can be selected for setting. There are three modes:

® Session shunt: Distribute all Internet connections to each line. For example,
Jason started IDM downloading. Many concurrent links of IDM were distributed to
three lines, and each line was connected to generate traffic, which was
summarized to IDM, achieving the effect of bandwidth superposition.

® Source+Destination address shunt: On the basis of session shunting, determine
that the source address and destination address are loaded onto each line. For
example, Zhang San opened three websites at the same time, namely ICBC,
Jingdong Mall and Taobao (for the purpose of explanation, it is considered that
the IP addresses of these three websites are only A, B and C). Use
source+destination address diffluence to divert all users to three external
networks. The final effect is: Zhang San's ICBC fixed line 1; Jingdong Mall fixed
line 2, Taobao fixed line 3.

® Source IP shunt:lt is always shunted on one line according to the source address.
Taking the environment of 3 extranets and 9 people online as an example, IP
shunts all people to 3 extranets. The result is: Zhang San fixed line 1; Li Si fixed
route 2; Wang Wu fixed route 3; Zhao Liu fixed the first route, apportioning the 9
people on 3 lines in turn. Since everyone is fixed on a line, the speed of Internet
access is limited by the bandwidth of the line.

Weight: weight can be understood as "proportion"”, which is only effective for IP
shunting. Taking the environment where 12 people access the Internet in 3 extranets
as an example, IP shunting owners are shunted to 3 extranets, with line 1 weighting 3,
line 2 weighting 2, and line 3 weighting 1. As a result, 6 people will be awarded for line
1, 4 for line 2, and 2 for line 1.
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(The weight is the proportion. For example, the weight of the three lines is 4, 2, 1, and
the effect is 4:2:1)

Conclusion: IP shunting is applicable to the condition that there are a lot of lines, so as
to reduce the IP of WAN ports being consumed by multiple people at the same time
and improve the utilization of IP. It is mainly used to do Taobao in the community
broadband, and Amazon e-commerce users are also used in some game studios
(because too many people access from a WAN port, e-commerce may regard it as a
swipe and hang up).

Session shunt is applicable to streaming multi-threaded download services that
require extreme streaming, such as streaming P2P downloads and game update
servers.

Source+Destination address shunt, is recommended by default to achieve better
compatibility on the basis of session splitting.

Static Route

Generally, when using the private network, it is required to set the terminal to access
the corresponding IP segment and forward it to the corresponding gateway.

System Status A Static routing

Natwoek Configme Static routing  Routing information
Add Delete
¥ Interface Configure

SN Destination network Gateway Operation

WAN Configure

Static routing config X
LAN/DHCP

Physical Port Definition Destination address 192.168.1.0
¥ Route Rule Netmask 255.255.255.0
Gateway 192.168.1.1
Multi-line Deversion Rules

Confirn || Gancel

Static Route.

= DDNS

= NAT/Port Forwarding
Flow Control Policy
AC Management

Auth Internet Access
Behavior Control
Object Management
Safety Protection

Log Record

VPN

Device Maintenance

Check static routing form

12



System Status A Static routing

(D Staticrouting  Static fouting

SN Destination address Gateway Interface Routing type
¥ Interface Configure
1 127.0.0.0/265.0.0.0 - LAN3 Network segment, local
WAN Configure
2 127.0.0.01255.0.0.0 - LAN2 Network segment, local
1
LENDHOR 3 127.0.0.01265.0.0.0 - LANS Network segment, local
Fhysical Port Definition 4 127.0.0.01265.0.0.0 - LAN4 Network segment, local
¥ Route Rule 5 172.16.0.01255.255.254.0 - WAN1 Network segment, local
Muitine Deversion Rules 6 192.168.100.0/255.255.255.0 - LAN1 Network segment, local
Static Route:
= DDNS

= NAT/Port Forwarding
Flow Control Policy
AC Management

Auth Internet Access
Behavior Control
Object Management
Safety Protection

Log Record

VPN

Device Maintenance

DDNS

The route is managed from the external network, that is, the dynamic domain name is
accessed through the dynamic domain name, which is mainly provided by the
dynamic domain name service provider.

System Status MDDNS

Network Configure | waN1 Dynamic domain name configure

¥ Interface Configure Function enable:

WAN Configure
Service provider: ~Please choose-- v

i
Dynamic domain name: PUDYUN
Physical Port Definition Account: | OGN WAY
MeiBu
¥ Route Rule Password: | DYN DNS

Multiine Deversion Rules
Static Route

= DDNS

= NAT/Port Forwarding

Flow Control Policy

AC Management

Auth Internet Access

Behavior Control

Object Management

Safety Protection

Log Record

VPN

Device Maintenance

Marks:

1, Routing is only for IP reporting. The correctness and speed of the resolution
depend on the 3322 service provider.

2, Some operators allocate the Internet access IP as a LAN IP, such as 10.10.99.99,
which is a LAN IP and cannot be accessed by the external network. If it is a LAN IP, it
is useless to configure a dynamic domain name.

13



NAT/Port Forwarding

Used to map LAN ports to the public network

System Status
Network Configure
¥ Interface Configure
WAN Configure
LAN/DHCP
Physical Port Definition
¥ Route Rule
Multi-ine Deversion Rules
L Static Route
= DDNS
= NAT/Port Forwarding
Flow Control Policy
AC Management
Auth Internet Access
Behavior Control
Object Management
Safety Protection
Log Record
VPN

Device Maintenance

DMZ Host

MNAT/Port forwarding

Port forwarding

DMZhost | Src NAT
Add Delete
[ SN Protocol LANIP

Dst NAT

LAN port

WAN port WAN

Port forwarding

Protocol: TCP v
LAN IP: 192.168.1.100
LAN port range : 80 -
WAN port range: 80 -
WAN interface selection
O wWAN1

Remark

Confin

m

Cancel

Remark

Operation

To solve the problem that the external network cannot access the internal network
server after the firewall is installed, click to open the DMZ host, and manually fill in the

address and external network port to confirm that this function takes effect.

System Status
Network Configure
v Interface Gonfigure
WAN Configure
_I LANIDHCP
Physical Port Definition
¥ Route Rule
Multi-ine Deversion Rules
Static Route
= DDNS
* NAT/Port Forwarding
Flow Control Policy
AC Management
Auth Internet Access.
Behavior Control
Object Management
Safety Protection
Log Record
VPN

Device Maintenance

Src NAT

MINAT/Port Forwarding
Port forwarding

Add Delete

O sN

DMZ host

Src NAT

Dst NAT

Extranet line Host address
DMZ host X
Extranet line: WAN1 v
Host address:
Remark:
Confim || Cancel

Dst NAT

14
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MINAT/Port forwarding NI NAT/Port forwarding
Port forwarding DMZ host Src NAT Dst NAT Port forwarding DMZ host Src NAT Dst NAT
Add Delete Add Delete
J SN Source network address [J SN Source network address
Src NAT X Dst NAT
Source network address: 192,168.1.0 Source network address:
Netmask: 255.255.255.0 Netmask: 255,255,255.0
Destination network address: 192.168.1.0 Destination network address:
Netmask: 255.255.255.0 Netmask: 255.255.255.0
Translation address: 192,168.1.200 Translation address:
Remark: Remark:
Confirm Cancel Confirm Cancel

3.3. Flow Control Policy

Manage the network speed of the terminal, and implement average bandwidth
allocation or limit the bandwidth of the terminal.

Smart Flow Control

System Status I Smart flow control

[ waN One-key smart flow control

Function enable:

Upstream bandwidth 100000

Network Configure

Flow Control Policy

= Smart Flow Control

Downstream bandwidth 100000 KB 4Mbps 5Mbps 10Mbps 20Mbps 50Mbps 100Mbps 200Mbps

= Bandwidth Control
= Free Flow Control

J To ensure the excellent flow control effect, the WAN's upstream and downstream bandwidth must be configured correctly
AC Management

J The band

op: is usually in bits as unit: bps. The actual forwarding rate of the router is In bytes(BYTE/s): Bps:
So please pay attention to con Suggest to use the bit rate give by the operator divided by 10.

Auth Internet Access.
Behavior Control
Object Management
Safety Protection
Log Record

VPN

Device Maintenance

For example, the uplink 20M and downlink 100M dial-up optical fiber can be
configured with an uplink capacity of 2000KB and a downlink capacity of 10000KB. It
is very important to configure the line bandwidth. The intelligent flow control
automatically limits the speed according to the configured bandwidth. (You need to
check the "Enable intelligent flow control" option to configure the bandwidth value.)

15



Bandwidth Control

Speed limit according to different source address rules

System Status M Bandwidth control

Add Delete
Network Configure
o SN Source address Time Bandwidth limited Operation
Flow Control Policy
Add
®  Smart Flow Control
= Bandwidth Control Bandwidth control rule %
= Free Flow Control ®@y Enable O 3¢ Disable
AC Management Source address: According to @ Address O User O Level O Department
ANY v & Add

Auth Internet Access

Time: ANY v 4 Add
BehaviuCartct Upstream limit: 1/ UNUMITED
Object Management Downstream limit: (UNUMITED

Safety Protection

Log Record

VPN

Tips: ClickiZ icon to edite bandwidth| Confirm || Gancel
Device Maintenance

Free Flow Control

The setting is not restricted by the overall network speed control of intelligent flow
control, and its maximum bandwidth needs to be separately limited in the policy speed
limit.

System Status iFree flow control

Note: The free flow control IP is not constrained by the smart flow control. Please configure the bandwidth control to limit it maximum bandwidth.
Network Configure L
Add Delete
Flow Control Policy

0 sN Source IP Destination IP Destination port Enable Operation
= Smart Flow Control
Add
= Bandwidth Control
Free flow control rules X
= Free Flow Control
@4 Enavle O ¢ Disable

AC Management . =
Auth Internet Access

Source IP: ANY v @ Add
Behavior Control Destination IP : | ANY v & Add
Object Management Destination port: / ANY v & Add
Safety Protection
N e Confirm || Cancel
VPN

Device Maintenance

3.4. AC Management

AP List

Display all APs managed by AC, easy check and management.
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System Status AP list 2 [CTe AP quantty TRl AP TZJAC service status: [online]
1
. Restart AP || Reset AP || Delete AP || Country Code | [Apply configuration template| | Refresh || All device Hevice model filtefv Search conditions] Device IF search
Network Configure

[) SN APname DevicelP  MACaddress  SSID(2.4G/5.8G) User Status Channel(2.4G/ 5.8G) Channel Analysis Power AP model AP version 4 uptme  APremarks  Config

Flow Control Policy

©SCS333 ' 5 2467 100%
AC Management O 1 MyWIP1 17216.1002 44.D1-FA59.2F-ED 0 & offiine FIT4200 V6.1-Bulld20220730115824

CsCsada o a4 58674 100%
= APList

ireless_AP i’ Auto[9] 2467 100%
= AP Configure Template 0O 2 mywrp -D1-FA-E4-BA—BS 0 & online FIT.4200 V6.1-BUild20220809095120 5:17:37 up 0 days

ireless_AP " Auto[120] 58674 100%
= AP Upgrade

8 6 5

= Wireless Roaming 7

= Auto Channel Select
= Audit Configuration
= Locating server
Auth Internet Access
Behavior Control
Object Management
Safety Protection

Log Record

VPN

Device Maintenance

SN 1: View the number of online APs. Green represents the number of online APs,
and red represents the total number of connected APs.

SN 2: Filter displays only online or offline APs.

SN 3: Filter desplays by single model APs.

SN 4: Select to search according to the IP/MAC/name/model/version number of the
AP device.

SN 5: Edit the parameters and configuration of a single AP.

SN 6: WIFI analyzer, used to scan WIFI of all channels in 2.4G or 5.8G frequency
band of the AP.

SN 7: The SSID (wireless WIFI name) and channel of 2.4G, 5.8G and 5.8G2 of the AP
are displayed. Click the green villain to display the terminal connected to the
AP.

SN 8: AP server login address.

System Status NAP list Online AP quantity/ Total AP:1/ 2, AC service status: [online]

N Restart AP || ResetAP || Delete AP || Couniry Code || Apply configuration template || Refresh | Alldevice v device model fite v Search conditions: Device IF v search
Network Configure
) SN APname DevicelP  MACaddress  SSID(2.4G/5.8G) User Status Channel(2.4G/ 5.8G) Channel Analysis Power AP model AP version Uptime  APremarks  Config
Flow Control Policy
€sC8383 o 5 2464 100%
AC Management O 1 MyWIP1 172161002 44-D1-FA-59-2F-ED 0 & offiine FIT-4200 V6.1-Build20220730115624
cscsaas ot 44 5864 100%

= APList
Wireless_AP " / Auto[s) 2467 100%

= AP Configure Template () 2 MyWTP1192.168.1004 44-D1-FA-E4-BA-BS 0 . online FIT-4200 V6.1-Build20220809095120 5:0:35 up O days
Wireless_AP &' Auto[120] 5865 100%

= AP Upgrade

= Wireless Roaming Online terminal list X
= Auto Channel Select SN Terminal mac Channel Signal strength

= Audit Configuration
= Locating server
Auth Internet Access.
Behavior Control
Object Management
Safety Protection
Log Record

VPN

Device Maintenance

Disable

Click ~ to edit AP configs
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System Status NAP list Online AP quantity/ Total AP:1/ 2, AC service status: [online]

Network Configure Restart AP || ResetAP || Delete AP || Country Code || Apply configuration template| | Refresh | Alldevice v device model fite v Search conditions: Device IF v
y () SN APname DevicelP  MACaddress  SSID(2.4G/5.8G) User Status Channel(2.4G/ 5.8G) Channel Analysis Power AP model AP version Uptime  APremarks  Config
Flow Control Policy
Cscsass o' 5 2467 100%
AC Management O 1 MyWIP1 17216.100.2 44-D1-FA-59-2F-ED 0 & offiine FIT-4200 V6.1-Build20220730115624
Cscsa4s ol a4 58674 100%
= APLst
Wireless_AP ii' Auto[9] 2467 100%
= AP Configure Template ) 2 MyWTP 11921681004 44-D1-FA-E4-BA-BS 0 online FIT-4200 V6.1-Build20220809095120 5:0:35 up 0 days /
Wireless AP ' Auto[120] 58674 100%
= AP Upgrade
Config AP
= Wireless Roaming 9 X
e AP name My WTP 1 AP remarl ks
Timed restart Disat v AP manage passwrod esess
= Audit Configuration
1
®  Locating server Select the band to be configured] 2.4G Wireless device
Auth Internet Access Wireless status Enable v Channel Auto M
2 z
] ssiP_wireless_AP Broadcast SSID Enable
Object Management e 7
Safety Protection User isolate Disable v tx power 100% v
lode 802.11B/G/N 20MF v Ari’coverage threshold -90  (-65Bm~-9548m)
Log Record
WMM  Enable v Access user number °% Pinéans
VPN uniimited
VLANID 0o (0.2~4095)
Device Maintenance
Virtual wireless =
onfi Cancel

Main editorial columns:

SN 1: Select band need to edit (2.4G/5.8G).
SN 2: Edit SSID name.

SN 3: Encryption, WPA2PSK is recommended.

SN 4: Edit wireless password. Click” to view password.

SN 5: Select protocol mode.
Mode 802.11B/G/N 20MH v

default

WMM | 802.11B/G
802.11B

LANID | 802.11G
802.11B/G/N 20MHz

802.11B/G/N 40MHz

Secondary columns:

AP name, AP remarke: It is used to distinguish all positions of the AP. Generally, it
can be marked as installation position or coverage position.

Time restart: Set AP to auto-restart by hours/ days.

AP manage password: AP web login password.

Wireless status: Enable/ disable selected band (2.4G/5.8G).

Channel: Automatic channel can be selected. AP will automatically search for the
optimal channel, or manually select the specified channel.

Broadcast SSID: Enable/ disable SSID boradcast.

User isolate: Enable/ disable the terminals under the AP to access each other.

Tx power: default100%, optional: 75%/50%/25%/12%.

AP coverage threshold: If the connection strength of the detection terminal is
weaker than the threshold value, the AP chooses to eliminate the terminal.
Access user number: Allowed accessed users quantity.

Virtual wireless: Up to 3 virtual WIFIs can be created in each frequency band, and
different SSIDs and passwords can be set,
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Virtual wireless
Status Disable
SSID VAP_Wireless

Safe mode OPEN

Key _

Broadcast SSID  Enable e
User isolate Disable v
VLANID 0 (0,2~4095)
WMM Enable o

Confirm Cancel
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AP Configure Template

Select a model to add a template, configure the SSID and password, and then select
all APs of the same model in the AP to select the corresponding template for
application configuration.

System Status

Network Configure

MAP configuration template

Add template || Delete template

O sN Template name Device model Config
Flow Control Policy
O 1 Config template FIT-4200 PR i
AC Management
AP template config X

= AP List
= AP Configure Template Template name Config template AP manage password
= AP Upgrade Timed restart Disat v
= Wireless Roaming Select the band to be configured 2.4G Wireless device v
=R Alto.Chiannel Seleat Wireless status Enable v Channel
SR AldEConngtiaion SSID cscs333 Broadcast SSID Enable pou

Safe mode OPEN v Key
Auth Internet Access Advanced
Behavior Control User isolate Disable M x power  100% %
Object Management Mode 802.11B/G/N20MF ~ AP coverage threshold .50  (.650Bm~-95dBm)
Safety Protection WMM  Enable v Access user number g4 0 means unlimited

VLANID -
Log Record ] (0,2~4095) o
VPN Confirm Cancel
Device Maintenance
Upgrade online or upload firmware for local upgrade.
System Status. AP upgrade
Online Upgrade: First, click download file, download the upgrade file to route, then click upgrade or batch online upgrade to upgrade the firmware
Network Configure v P & oo o 2 P2
7 Local Upgrade: First, click the Upload Mirror button to upload the upgrade file, then click Upgrade or Batch Local Upgrade to upgrade the firmware

ElcwBoatolEclicy ResetAP(] | Device model filk v | Refresh Balch online upgrade Batch local upgrade Upload mirror
AAC Management () SN AP name P MAC Status Device model Current version Online upgrade Upload file and Local upgrade
= AP List o 1 MyWTP 1 172.16.100.2  44-D1-FA-59-2F-ED Offline FIT-4200 - o _
= AP Configure Template O 2 MyWIP1 192168.100.4 44-D1-FA-E4-BA-BS Online  FIT-4200 V6.1 1 V5., 11 Download file to upgrade =

AP Upgrade

Wireless Roaming

Auto Channel Select

Audit Configuration

Locating server
Auth Internet Access
Behavior Control
Object Management
Safety Protection
Log Record

VPN

Device Maintenance

Wireless Roaming

Automatic roaming is enabled by default.
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System Status N Wireless Roaming

Parameter configuration ignal table

Network Configure
Automatic roaming configuration
Flow Control Policy

AC Management

= APList

AP Configure Template

AP Upgrade

= Wireless Roaming

Auto Channel Select

Audit Gonfiguration

Locating server
Auth Internet Access
Behavior Control
Object Management
Safety Protection
Log Record

VPN

Device Maintenance

Auto roam: |

5G Precedence:

Save

Signal table: View the allocation information of the wireless terminals connected to the

AP.

System Status N Wireless Roaming

Parameter configuration

Network Configure

Flow Control Policy Terminal MAC AP_MAC

AC Management Wireless_AP--A8-9C-ED-BA-7B-10

= APList Wireless_AP-5G--A8-9C-ED-BA-7B-10

AP Configure Template
= AP Upgrade

= Wireless Roaming

Auto Channel Select

Audit Configuration

Locating server
Auth Internet Access
Behavior Control
Object Management
Safety Protection
Log Record

VPN

Device Maintenance

Auto Channel Select

System Status MAuto Channel

Network Connigure Parameter configuration | Channel table
Audit parameters
Flow Control Policy

AC Management

= APList

44.D1.FA-E4-BA-B8

44-D1-FA-E4-BA-B8

AP_IP

192.168.100.4

192.168.100.4

Automatic channel assignment:

Turn on this feature when there is no channel available for intensive deployment

AP Configure Template

AP Upgrade
Channel reallocation of AP on time

Wireless Roaming

Auto Channel Select

Audit Configuration

Locating server

Auth Internet Access.

Behavior Control

Object Management

Safety Protection

Log Record

VPN

Device Maintenance

Channel table: View all APs SSID, channel, RSSI.

Intensive deployment network optimization: ()

Timed redistribution: ()
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-84dBm
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Terminal MAC Seach

Level Wireless type Access AP Connection time
- 26 - 2022-11-18 16:59:08
56 Access 2022-11-18 16:59:17

Save



System Status M Auto Channel

et oo Parameter configuration  Channel table

AP_MAC
Flow Control Policy
44-D1-FA-E4-BA-BB
AC Management 192.168.100.4

My WTP 1
= AP List

= AP Configure Template
= AP Upgrade

= Wireless Roaming

= Auto Channel Select
= Audit Configuration
= Locating server
Auth Internet Access
Behavior Control
Object Management
Safety Protection

Log Record

VPN

Device Maintenance

Audit Configure

System Status N Audit configuration

e £ Audit configuration | Place the configuration

Audit parameters
Flow Control Policy
AC Management
= APLst
= AP Configure Template
= AP Upgrade
= Wireless Roaming
= Auto Channel Select
= Audit Configuration
= Locating server
Auth Internet Access
Behavior Control
Object Management
Safety Protection
Log Record
VPN

Device Maintenance

Auto Channel Near AP_MAC

6 Assigned

Security Factory Code:
Code of data collection place:
The code of data transmission:
FTPIP: 0.0.0.0
FTPPORT: 0
FTP username:

FTP password:

3. 5. Auth Internet Access

Generally, Internet users can access the Internet directly by configuring the IP

AP Name

address of the network card or by routing DHCP to assign the address to obtain the IP

address.

Authenticated Internet access means that you need to be a "user" before you can

access the Internet.

Auth Configure

Control the authentication switch of the corresponding LNA port.

Marks: As long as any one of the switches is turned on, it means that the LAN1 port is
intercepted. Only authenticated users are allowed to access the Internet
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System Status Authswitch  Free auth IP
NataorE Contpn ©One key auth config: | Enable all || Disable all

Notes: PPPOE
authentication swi

needs to be used In conjunct
e used In conjunction with

nentication, that s, If an Interface opens the PPPOE authentication switch, the PPPOE authentication of this interface must be configured; Portal

Flow Control Policy

AC Management Interface name PPPOE auth switch Portal auth switch IP auth switch MAC auth switch
Auth Internet Access LAN1 Disable. Disable Disable
= Auth Configure

= PPPOE Auth

Portal Auth

Radius Billing

Notify Page

<

User Management
Auth User
Auth User Status
Department/Level Definition
Behavior Control

Object Management

Safety Protection

Log Record

VPN

Device Maintenance

PPPoE Auth

PPPoE authentication --- used for cell broadband. Intranet users can access the
Internet through PPPoE dial-up. The dial-up account password is created on the route
(for the connection with radius billing, it needs to be created on the radius billing
system).

It is recommended to use the LAN address for the allocation of the address pool. The
IP address of the LAN port must not be the same as the network segment. For
example, the IP address of the LAN port is 192.168.1.1. The address pool here
cannot be 192.168.1.xxx

DNS suggests to assign DNS of local operators.

System Status. MPPPOE Service

PPPOE Service  PPPOE advance option  Access status

All Lan ports Function enable: (Sl ]

Network Configure

Flow Control Policy

|LANT Service name: 7 (Leave blank In default) after configure the service name, please input the service name o dial
AC Management
Assign IP address range
Auth Internet Access.
Gateway IP: 10.1.0.1
= Auth Configure StartAddress: 10.1.0.2 End address: 10.1.200.254
= PPPOE Auth
Assign IP according to MAC Address:
= Portal Auth Jac assignment rules in the e left, format s 'IP addre & MAG address' one for each line
For example:
= Radius Biling 10.10.1.2 AABB:CC:DD:EEFF
10.10.1.3 BB:CC:DD:EE:FF:00
« Nolily Pags 10.10.1.4 DD:EEFF:00:11:22
4
v User Management
DNs Configuration
Auth User
Main DNS: 114.114.114.114 Altemate DNS: 8.8.8.8
Auth User Status
Department/Level Definition
Online detection time interval:| 5mins | ) Recommend 5 min in defult
Behavior Control MTU: O Enable custom MTU
MRU: (] Enable custom MRU
Object Management
 Tips: 1. after modifying the PPPOE dial-up configuration, the user who has already dialed will disconnect the network and need to dial again! e
Safety Protection
2, PPPOE dial-up Users, unified In user management) authentication users
Log Record save

VPN

Device Maintenance

Portal Auth
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System Status MPortal auth configure

Network Configure. Authoption |~ Customize auth page
Flow Control Policy Portal authentified user timeout time: 30 minute § The value range should be: 3-200 minutes.

AC Management

Auth option
Auth Internet Access. Free auth: O Enable @ Disable
WEB auth: @ Enable O Disable
& Auth Configure Auth success URL redirect ) The URL will be redirected to after success authenticated
= PPPoE Auth Auth fail URL redirect The URL will be redirected to after failed in authentication

= Portal Auth
= Radius Billing

= Notity Page

<

User Management
Auth User
Auth User Status
Department/Level Definition
Behavior Control

Object Management

Safety Protection

Log Record

VPN

Device Maintenance

Free auth: Itis used in hotels to prevent pinhole cameras from linking to WIFI network.
One more manual click step is required. Equivalent to self-service click to release.
WEB auth: Users connected to the AP (such as mobile phones) can enter their
username and password in the pop-up authentication window to access the Internet.
The account password of the WEB password is created on the route (for the
connection with radius billing, it needs to be created on the radius billing system)

Radius Billing

System Status. MRadius Billing
Network Configure

Billing outlet circuit: Default v ) Speify the billing exitine, and if the biling server is on the Intranet, you must select the default
Flow Control Policy 9  Specify 9 €. e ¥ c

Selection of docking type: @ For PPPOE authenticatio

AC Management
Authentication IP:
Auth Internet Access
Shared key:
= Auth Configure
Charging ID:
= PPPOE Auth
Authentication Port: o e server is: 1812
= Portal Auth

Charging port: o
= Radius Blling

= Notity Page
¥ User Management
Auth User
Auth User Status
Department/Level Definition
Behavior Control
Object Management
Safety Protection
Log Record
VPN

Device Maintenance

Notify Page

Edit Notification Page for Portal Authentication
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System Status MReminder configure

Reminder noti

Network Configure
Flow Control Policy
AC Management

Auth Internet Access.

Auth Configure:

PPPOE Auth

Portal Auth

Radius Billing

Notify Page

v User Management
Auth User

L Auth User Status

Department/Leve! Definition

Behavior Control

Object Management

Safety Protection

Log Record

VPN

Device Maintenance

Auth Use

Send a welcome page to an

Save

r

ation configure

Welcome page

Due time Reminder page

Expired Reminder page

€25end a notifcation page to an expired user

user Editthe noification page [Welcom page]
Edit th notification page [Expired page]
Edit the notification page [Due page] Advance 5 days

[Enable advance notification for due users

Restore default web page

The following figure shows four types of users.

v Notify

Push cycle: Push only once v

System Status MAuthentication user  Total §
R — Add | [Batch add || Enable all
SN Name

Flow Control Policy

a 1 Hello
AC Management

o 2 45678
Auth Internet Access

@] 3 123
= Auth Configure ) e 12312884
= PPPOE Auth R 5 12312343
= Portal Auth R 6 12312842
= Radius Biling B 7 12312341
= Notify Page 8 123123

<

User Management
Auth User

© Auth User Status
Department/Level Definition

Behavior Control

Object Management

Safety Protection

Log Record

VPN

Device Maintenance

Export user

Auth User Status

Users can be seen online, and the green icon represents the online users, allowing

online access.

Delete v User departr v

Department
default
default
default
default
default
default
default

default

User level filt v

User level
default
default
default
default
default
default
default

default

25

User type filtt v Stal v Acc v
User type
MAC address auth
P address auth
PPPOE dial-up
WEB password auth
WEB password auth
WESB password auth
WEB password auth

WEB password auth

Notes

O Exact| search
Creat time |
2022-11-18 11:37
2022-11-18 11:36
2022-11-18 11:36
1970-01-01 08:13
1970-01-01 08:13
1970-01-01 08:13
1970-01-01 08:13

1970-01-01 08:13

Due time.

No limited

No limited

No limited

No limited

No limited

No limited

No limited

No limited

Operation

x

x



System Status M Auth user status

(Anonymous UCIC

User level fiter v Usertype fiter - Due time fiter v Status v Account v Search
Network Confi
SR Total user quantity[0/g]
" - default [0/8] SN User Level  Tol  Address/Remark Due time [ Online status Auth status
Flow Control Policy
11z default No limit - Offine .
AC Management
2 128123 default No limit = Offine 2
Auth Internet Access
2343 3 1231233 default No limit = Offine .
= Auth Gonfigure
Z 4 12312084 default No limit = Offine -
= PPPOE Auth
et 5 12312381 default No fimit - OfflineHr 8Min .
* FonslAuh 6 1231282 default No limit = Offine .
#: Raduvs Billng 7 45678 default No it - offine .
® Notlty Page 8 Helo default No limit & Offine 2

> User Management
Auth User
Auth User Status
Department/Level Definition

Behavior Control

Object Management

Safety Protection

Log Record

VPN

Device Maintenance

Department/Level Definition

Management department and level, used to bind the Internet users

System Status M Department division
Network Configure Department division |~ Level division
) Department division purposes: User objects must choose the departments they belong to, so before defining users, they need to divide departments. For companies, departments are usually divided according to administrative

Fl trol Poli
e, departments, such as sales department, produstion department, etc. For residential areas, departments are usually divided according to the location of access users, such as: East 35 buildings, West 88 buildings. After dividing the

users can make various control rules according to the dividing departments.

AC Management

Auth Internet Access.

SN Department name Operation
= Auth Configure

il default S X

PPPOE Auth
2 Finance Dept P,

Portal Auth

x
3 Sales Dept it ]

Radius Billing
x

4 Warehouse 7

Notify Page

<

User Management
Auth User
Auth User Status
_ Department/Level Definition
Behavior Control
Object Management
Safety Protection
Log Record
VPN

Device Maintenance

System Status M User level division

T Department division |~ Level division
Add

Flow Control Policy

 Level-dividing purposes: User objects must select the level which they belong to, so they need to be graded before defining users; for companes, they are usually graded according to the user's authority and position,
AC Management lsuch as senior executives, ordinary employees, etc. For residential area, it is usually classified according to the bandwidth purchased by the user, such as 2M, 4M. After grading, various control or speed limit rules can be
imade according to the grading.

Auth Internet Access

SN Name Operation
= Auth Configure

1 default rat s
= PPPOE Auth

2 cEo it
= Portal Auth

3 Manager it
= Radius Biling

4 Sales it
= Notity Page
~ User Management

Auth User

Auth User Status
Department/Level Definition

Behavior Control

Object Management

Safety Protection

Log Record

VPN

Device Maintenance
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3.6. Behavior Control

Application Firewall

Configure the required release and direct blocking destination IP, port and application
according to the source and time.

System Status
Network Configure
Flow Control Policy
AC Management
Auth Internet Access.
Behavior Control
= Appiication Firewall
= URL Redirect
= Domain Redirect
= Message Push Gonfigure
Object Management
Safety Protection
Log Record

VPN

Device Maintenance

N Application firewall

Function enable:

Add Delete
Destination
[0 SN Source address object Time Destination IP
port
Firewall rules X

© Enable O 3¢ Disable

ANY v
Time ANY v
Destination IP: ANY v
Destination port: - ANY v
Application: = ANY v

Policy: Release

Block directly

Source address: According to® AddressO) UserO) LevelO Department

% Add
& Add
% Add

& Add

URL Redirect

Application Action Operation

Add

When the terminal accesses the original website, it will automatically jump to the
destination website. (Takes effect after clearing the browser cache)

System Status
Network Configure
Flow Control Policy
AC Management
Auth Internet Access.
Behavior Control
= Application Firewall
= URL Redirect
= Domain Redirect
= Message Push Configure
Object Management
Safety Protection
Log Record

VPN

Device Maintenance

M URL redirect
Add_|[Batchada |[_Delete
O sN original URL

URL redirect defination
Original URL: www.google.com

Destination URL: www.xxx.com

Domain Redirect

Redirected URL. Operation

Set that when the terminal accesses the domain name, it automatically resolves to the
specified IP (takes effect after clearing the browser cache)
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Message Push Configure

Set the rules for pushing web pages and pushing frequency to mobile terminals
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